Net Centric Test Agent Capability 

Net Centric Test Agent Capability (NTAC) is being developed at the Joint Interoperability Test Command (JITC).  To promote interoperability more generally, the Network Centric Operations Industry Consortium™ (NCOIC)  has developed the  Network Centric Analysis Tool™ (NCAT). NCAT facilitates analyzing architectures, frameworks and reference models against industry standards. NCAT is a questionnaire-based tool that uses a SQL-driven, database structure.  However, there is a need for a capability such as JITC’s NTAC to perform actual mission-thread based interoperability test and evaluation as well as standards conformance.
NTAC is intended to support interoperability testing by providing testers with the ability to deploy software agents to monitor, observe, and measure how well the Net-Centric Enterprise Services (NCES) core services support mission threads to emulate actual operational activities in critical DoD applications.

The DoD transformation initiative mandates the rapid transition to net-centric operations of all its agencies, contactors and personnel over DoD’s Global Information Grid (GIG) Service Oriented Architecture (SOA).   The JITC is responsible for testing the GIG/SOA compliance for such projects as the NCES and the programs of record that are being transition to work on top of this foundation.   With the existing procedures, operational testing has to be accomplished largely by human users who access web services to execute specific mission threads, collecting voluminous data in log files for subsequent analysis and filling out post-test surveys.  Measurements relating to machine-to-machine processing are not accessible and occur too rapidly to permit human measure.  Commercial off the shelf tools can be used to simulate client applications’ records, and provide client/service transactions and network latencies, however, data collected in this manner does not have sufficient scope and resolution to support the measurement of end-to-end mission effectiveness. 

NTAC provides a capability that addresses a major shortfall in the DoD test and evaluation community.  Rapidly emerging SOA capabilities and System Under Test (SUT) technologies require agile new test and data collection methodology.  NTAC will support agile test instrumentation development to provide complete and adequate SOA-centric operational testing that meet DoD constraints.  NTAC will allow for automated testing of the following NCES Critical Operational Issues (COIs):

· Collaboration mission accomplishment-ability to conduct operational task of collaboration

· Content discovery and delivery mission accomplishment – the ability to expose, discover and access information in a timely manner

· Service-oriented architecture foundation – the ability to expose and use available services in a timely and efficient manner
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NTAC will provide software tools to generate Agent-Based Test Instrumentation Infrastructure (ATII) software agents to generate or monitor service requests and capture responses that conform to their web service descriptions, provided the standard Web Service Description Language (WSDL) file. The data collected by the NTAC ATII is configurable to provide both real-time and post aggregation of test results on service performance.  For rapid adaptation to service upgrades and additions, the agent behaviors will be automatically generated from the WSDL descriptions and adapted to support specific mission threads testing.  The NTAC ATII will be capable of testing and monitoring simultaneously at the syntactic, semantic, and pragmatic layers.

As illustrated in Figure 1,  NTAC will:

· Generate test agents automatically based on Mission Threads provided by testers and injested WSDL for tested web services
· Deploy agents to monitor traffic into and out of NCES servers to provide a detailed account of service request and patterns of interaction among such requests

· Enable agents to exchange information and coordinate their behaviors to achieve tester-specified data processing

· Respond in real-time to queries for test results while testing is still in progress

· Provide real-time alerts when conditions are detected that would invalidate results or otherwise indicate that intervention is required

· Collect and process test results on demand, periodically , and/or at termination of testing

· Support consistent transfer and reuse of test cases/configurations from past test events to future test events, enabling life-cycle tracking of the application’s performance.

The NTAC developed test agents will be deployed electronically across the test network from a central location.  The NTAC Concept of Operations will require that the SOA service providers allow the installation of ATII on servers or that services subscribe to ATII services by means of NCES testing as service methodologies are being developed.  JITC will be responsible for the operation and maintenance of NTAC.
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The operation of NTAC is illustrated in Figure 2 with the example of a marketplace web service that supports negotiation between a user (e.g., a customer for a print service) and a provider (e.g., a print server). A mission thread consists of a sequence of  market place web service http requests issued by the participants (user, provider) leading from initial inquiry by the user to agreement on a contract and provision of the print service.  These service requests are intercepted by DEVS Agents hosted on the participant nodes and relayed to DEVS observer models that are automatically generated to monitor interactions and their timings as specified by the tester.  As DEVS models, the Observers can share data and coordinate with each other using distributed simulation  over the DEVS/SOA  web-based simulation environment.
Application to Health Information Technology (HIT)
The negotiation service can support dynamic assembly of health related data and models. In addition, Vish Sankaran, director for the Federal Health Architecture Program has said that it is imperative to enable the National Health Information Network (NHIN) to support fully interoperable Electronic Medical Records (EMR). Just as NTAC addresses a major shortfall in DoD testing for service oriented standards conformance and interoperability, it can be applied more generally to IT test and evaluation.  The first step would be to formulate “mission threads” for critical operational issues in HIT-supported processes. Having such threads would enable the application of NTAC to  test the conformance of DoD-acquired systems to emerging EMR and other standards. It also provides the ability for vendors to self-test, and the government to certify, whether vendors’ products are able to interoperate with each other.
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Figure 1.  NetCentric Test Agent  Capability Overview
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